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1. Foreword

In carrying out its activities and fulfilling its mission, Town of Hampstead handles
Personal Information, in particular information regarding visitors to its website, citizens
and employees. In this respect, it recognizes the importance of respecting privacy and
protecting the Personal Information that it holds.

To meet its obligations in this area, the Town has prepared the present Policy. It sets
forth the framework principles applicable to the protection of Personal Information held
by the Town throughout the Life Cycle of the information and to the rights of the Persons
Concerned.

Protecting the Personal Information held by the Town is the responsibility of any person
who handles such information inherent in the performance of their duties or stemming
from their relationship with the Town.

2. Purpose
This Policy :

e sets forth the Town’s governance principles regarding Personal Information
throughout its Life Cycle and the exercise of the rights of the Persons Concerned;

e provides a process for handling complaints regarding the protection of Personal
Information;

e defines the roles and responsibilities relating to the protection of Personal Information
at the Town;

e describes the training and awareness activities that the Town offers to its personnel.
3. Normative Framework

This Policy has been developed in a context governed most notably by the Act respecting
Access to documents held by public bodies and the Protection of personal information
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(CALR, c. A-2-1). As provided in this Act, this Policy is accessible through the Town'’s
website.

4. Definitions

For the purposes of this Policy, the following terms mean :

Access Committee : the Town’s Access to Information and Privacy Committee.

CAl : the Commission d’accés a I'information du Québec.

Life Cycle : the set of steps involved in the processing of Personal Information, namely
the collection, use, disclosure, retention and destruction of such information.

Privacy Impact Assessment or PIA : the preventative approach aimed at better
protecting Personal Information and respecting the privacy of individuals. It consists of
considering all the factors that have positive and negative impacts on the privacy of the
Persons Concerned.

Confidentiality Incident : any consultation, use or disclosure unauthorized by the law of
Personal Information, or any loss or other breach of the privacy of this information.

Act : the Act respecting Access to documents held by public bodies and the Protection of
personal information (CQLR, c. A2 1).

Person concerned : the individual whose Personal Information is involved.

Personal Information : any information about an individual that makes it possible to
identify them, either directly using only this information or indirectly in combination with
other information.

Person in Charge of Access to Documents and of the Protection of Personal
Information or PCPPI : the person who, within the Town, performs this function, who
responds to requests for access to documents and ensures compliance with and
implementation of the Act.

Sensitive Personal Information : any Personal Information that — by its nature, in
particular its medical, biometric or otherwise intimate nature, or due to how it is used or
disclosed — comes with a very high reasonable expectation of privacy.

5. Scope

This Policy applies to the Personal Information held by the Town and to any person who
handles the Personal Information held by the Town.
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6. Handling of personal information

Personal information is protected throughout its Life Cycle in accordance with the
following principle, except as provided by law.

6.1.

6.1.1.

6.1.2.

6.1.3.

6.1.4.

6.2.

6.2.1.

6.2.2.

6.2.3.

Collection

The Town collects only the Personal Information necessary for carrying out its
mission and operations. Before collecting Personal Information, the Town
determines the purposes for which it will be handled.

Personal Information is collected from the Person concerned, from a legally
authorized person or, in the case of a minor under the age of 14, from the holder
of parental authority or guardian.

At the time of collection and subsequently upon request, the Town informs the
Persons Concerned, in particular, of why and how their Personal Information will
be used and of their rights with respect to such information, for example by
referring to its Privacy Policy or by means of a notice.

When the Act requires that consent be obtained, it must be clear, free, informed
and provided for specific purposes. It is requested for each of these purposes, in
simple, clear terms. This consent is valid only for as long as necessary for the
purposes for which it has been requested.

Use

The Town uses Personal Information for the purposes for which the information
has been collected. However, the Town may amend these purposes provided the
Person Concerned has consented to it in advance.

It may also use the information for secondary purposes without the consent of the
Person Concerned in any of the following cases :

e if the use is for purposes consistent with those for which the information was
collected;
e if the information is clearly used for the benefit of the Person concerned;

e if the information is necessary for the application of an act in Quebec, whether
or not the law explicitly provides for its use;

e if the use is necessary for the purposes of study, research or producing
statistics and the information has been anonymized.

When it uses Personal Information for secondary purposes in one of the first three
cases referred to in article 6.2.2, it must record the use in the register provided for
the purpose, as described in article 7.3 of the Policy.
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6.2.4.

6.2.5.

6.2.6.

6.3.

6.3.1.

6.3.2.

6.3.3.

6.4.

6.4.1.

6.4.2.

When an act expressly requires it or when the handling of Personal Information is
deemed riskier for the Persons Concerned, the Town undertakes a PIA under
article 8 hereof in order to mitigate the identified risks.

The Town prepares and keeps up-to-date an inventory of the Personal Information
files it has collected, used and disclosed. At a minimum, this inventory includes :

e the classes of information it contains, the purposes for which the information is
kept and the method used to manage each;

e the source of the information entered in each file;

e the categories of the Persons Concerned by the information entered in each
file;

e the categories of persons who have access to each file in carrying out their
duties;

e the security measures taken to ensure the protection of the Personal
Information.

Any person who so requests has a right of access to the inventory, except with
respect to information whose existence may be refused by virtue of the provisions
of the Act.

Disclosure

Subject to the exceptions provided by law, the Town may not disclose Personal
Information without the consent of the Person Concerned. The consent must be
given expressly when Sensitive Personal Information is involved.

If the Personal Information is disclosed to an agent or service provider as part of a
mandate or a service agreement or to carry out a mandate, the Town indicates the
measures it must take to ensure the confidentiality of the information, that it is used
only in the exercise of its mandate or the performance of its contract, and that it is
not retained after its expiry.

When the Personal Information is disclosed to third parties outside Quebec, the
Town shall conduct a PIA in conformance with article 8 hereof. All disclosures to
third parties are entered in the register provided for the purpose.

Retention

The Town takes all reasonable measures to ensure that the Personal Information
that it holds is up-to-date, accurate and complete to serve for the purposes for
which it is collected and used.

The Town keeps Personal Information for as long as necessary to carry out its
activities, subject to the time limits specified in its retention schedule.
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6.5.1.

Destruction and anonymization

When the purposes for which the Personal Information was collected have been
achieved, the Town takes reasonable steps to ensure that this information is
destroyed or made anonymous, subject to the Archives Act (CQLR, c. A-21.1) and
according to the time limits specified in the retention schedule and the Town’s
document management rules.

7. Registers

In accordance with the Act, the Town maintains the following registers :

71.

7.2.

Register of disclosures of Personal Information without the consent of the Person
Concerned in the following cases :

e when the Town discloses the identity of a Person Concerned to a person or a
private body in order to collect information previously gathered by the person
or body;

e when the Town discloses Personal Information in order to apply a Quebec act,
whether or not such a disclosure is explicitly provided by law;

e when the Town discloses Personal Information in order to apply a collective
agreement, decree, order, directive or regulation that establishes working
conditions;

e when the Town discloses Personal Information to an agent or service provider
in connection with a mandate or service agreement;

e when the Town discloses Personal Information for study, research or statistics
purposes;

e when, after conducting a PIA, the Town discloses Personal Information in one
of the cases referred to in section 68 of the Act.

In theses cases, the register shall include :

e the nature or type of information disclosed;
e the person or body to which the information is disclosed;

e the purpose for which the information is disclosed and, if applicable, a
statement to the effect that it is a disclosure of Personal Information outside
Quebec;

e the reason justifying the disclosure.
Register of collection agreements entered into for the purpose of carrying out the
functions or implementing a program of a public body with which the Town

collaborates in order to deliver services or achieve a common mission. This
register shall include :
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7.3.

7.4,

e the name of the body for which the information is collected;

e the identification of the program or attribution for which the information is
necessary;

e the nature or type of service to be provided or mission;

e the nature or type of information collected;

e the purpose for which the information is collected;

e the category of person within the body collecting the information and within the
receiving body that has access to the information.

Register of uses of Personal Information within the Town for other purposes and
without the consent of the Person Concerned if the use is consistent with the
purposes for which it was collected, whether it is clearly for the benefit of the
Person Concerned or is necessary for the application of an act in Quebec. This
register shall include :

e a reference to the second paragraph of section 65.1 of the Act that allows the
use, i.e. the applicable legal basis;

e in the case referred to in subparagraph 3 of the second paragraph of section
85.1 of the Act, the legislative provision that makes use of the information
necessary;

e the category of person that has access to the information for the purpose
stated.

Register of the disclosures of information regarding a Confidentiality Incident to a
person or body likely to reduce the risk of serious harm associated with a
Confidentiality Incident.

This register shall include :
e adescription of the Personal Information involved in the incident or, if this is not
known, the reason for the inability to provide such a description;

e a short description of the circumstances of the incident;

e the date on or time period during which the incident occurred or, if this is not
known, an approximation of the time period;

e the date on or time period during which the organization became aware of the
incident;

e the number of Persons Concerned by the incident or, if this is not known, an
approximation of the number;

e a description of the factors that lead the organization to conclude that there
does or does not exist a risk of serious injury to the Persons Concerned, such
as the sensitivity of the Personal Information concerned, the possible malicious

6/13



use of this information, the anticipated consequences of its use and the
possibility that it be used for harmful purposes;

e if the incident presents a risk of serious injury, the dates on which notices were
sent to the CAl and to the Persons Concerned, as required under the second
paragraph of section 63.8 of the Act, as well as a statement indicating whether
public notices were given by the Town and the reason why, if applicable;

e a short description of the measures taken by the organization subsequent to
the incident in order to reduce the risk of injury.

8. Privacy Impact Assessment

8.1.

8.2.

8.3.

8.4.

The Town conducts a PIA, in particular in the following Personal Information
handling situations :

e before undertaking a project to acquire, develop or overhaul an information
system or electronic service delivery system that involves Personal Information;

e before collecting any Personal Information necessary for the exercise of
powers, the performance of a duty and function or the updating of a program
of a public body with which it collaborates to deliver services or carry out a
common mission;

e Dbefore releasing Personal Information without the consent of the Persons
Concerned to a person or organization that wants to use this information for
study, research or statistics production purposes;

e ifitintends to disclose Personal Information without the consent of the Persons
Concerned, in accordance with section 68 of the Act;

e if it intends to disclose Personal Information outside Quebec or to assign to a
person or organization outside Quebec the responsibility for collecting, using,
disclosing or retaining such information on its behalf.

When conducting a PIA, the Town shall take into account the sensitivity of the
Personal Information to be handled, the purposes for which it is used, its quality,
its distribution and the medium involved as well as the proportionality of the
measures proposed for protecting the Personal Information.

Moreover, if the Personal Information is disclosed outside Quebec, the Town shall
ensure that it is adequately protected, in particular with respect to the generally
accepted principles for the protection of Personal Information.

A PIA is carried out to demonstrate that the Town has met all its Personal

Information protection obligations and that all measures have been taken to
effectively protect the information.
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9. Research Activities and Access to Personal Information

9.1. Researchers may request access to Personal Information for research purposes.
The request should be submitted to the Town’s PCPPI.

9.2. When the PIA concludes that Personal Information may be disclosed for this
purpose, the Town shall enter into an agreement with the researchers which
contains the provisions required under section 67.2.3 of the Act and any additional
measures specified in the PIA.

10.Surveys

The following protective measures apply to Personal Information collected or used in
connection with a survey, including an assessment by the Access Committee of the
following :

e the need for the survey;

e the ethical aspect of the survey, taking into account, in particular, the sensitivity
of the Personal Information collected and the purpose for which it is to be used;

e the rules governing the collection and retention of Personal Information from
surveys.

11.Rights of the Persons Concerned

11.1.

11.2.

11.3.

Subject to the provisions of the applicable laws, any Person Concerned whose
Personal Information is held by the Town shall have the following rights :

¢ the right to access their Personal Information held by the Town and to obtain a
copy of it in electronic or non-electronic format. Unless doing so entails serious
practical difficulties, computerized Personal Information collected from a
Person Concerned and not created or inferred from Personal Information about
them shall be sent to them in a structured, commonly used technological format
on their request;

e the right to have any incomplete or inaccurate Personal Information held by the
Town corrected,

e the right to be informed, if applicable, that Personal Information is used in
making a decision using automated processing.

Although the right to access may be exercised at any time, access to the
documents containing the information is subject to certain exceptions specified in
the Act.

Documents containing Personal Information may be viewed on site or made
accessible in another manner, with or without the payment of fees. If applicable,
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11.4.

11.5.

11.6.

the Town shall inform the Person Concerned of the requirement to pay fees before
their request can be processed.

Requests to access Personal Information by the Persons Concerned may be made
orally or in writing. Oral requests are handled informally and may not receive a
written reply.

Requests to access Sensitive Personal Information shall be made in writing and
receive a written reply.

Requests to access Personal Information shall be specific enough to enable the
PCPPI to locate the requested information. The right of access applies only to
existing Personal Information.

12.Complaint Handling

Any complaint regarding the Town’s Personal Information protection practices or its
compliance with the requirements of the Act must be submitted to the PCPPI, who shall
respond to the complaint in the 20 days following its receipt.

13.Security of Personal Information

13.1.

13.2.

The Town implements reasonable security measures to ensure the privacy,
integrity and availability of the Personal Information collected, used, disclosed,
retained and destroyed. These measures take into account the level of sensitivity
of the Personal Information, the purpose for which it is collected, its quality, its
location and the medium.

The Town manages the access rights of the members of its personnel so that only
those subject to a confidentiality agreement and needing to access Personal
Information as part of their duties have access to it.

14.Privacy Incidents

14.1.

14.2.

14.3.

All  Confidentiality Incidents are handled in accordance with the Town’s
Confidentiality Incident Response Plan. The Town takes reasonable measures to
reduce the risk of injury and prevent new incidents of a similar nature.

Any Confidentiality Incidents are reported to the PCPPI and entered in the Register
of Confidentiality Incidents, in accordance with article 7.4 of this Policy.

If a Confidentiality Incident presents a risk of serious harm for the Persons
Concerned, the Town shall promptly inform them and the CAl.
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15.Roles and Responsabilities

Protecting the Personal Information held by the Town is predicated on the
commitment of all who handle such information, in particular the following :

15.2. The PCPPI:

ensures that Personal Information is protected throughout its Life Cycle, from
collection through destruction;

sits on the Access Committee;

complies with the requirements related to requests for access or correction,
including :

- notifying the applicant of the date their request was received;

- informing the applicant of the time limits and of their right of review;

- replying to the request within 20 days or, if processing the request does not
appear possible without interfering with the Town’s normal operations,
within a period of 10 additional days, after having notified the applicant in
writing;

- provide assistance to the applicant in identifying the document likely to
contain the sought information when their request is imprecise;

- justify any refusal to approve a request for access;

- at the applicant’s request, provide assistance to help them understand the
resulting decision;

- issue a decision in writing and send a copy of it to the applicant. This shall
be accompanied by the text of the provision on which the refusal is based,
if applicable, and a notice informing them of the procedure for review and
stating the time period during which it may be exercised;

- ensure that the information concerned by the request is kept for the time
necessary to allow the applicant to exhaust the recourses provided by law.

oversees the keeping of the registers listed in article 7 of this Policy;

takes part in assessing the risk of serious harm related to a confidentiality
incident, in particular as regards the sensitivity of the information concerned,
the anticipated consequences of its use and the likelihood that the information
will be used for malicious purposes;

if applicable, verifies the confidentiality obligations related to the disclosure of
Personal Information in connection with mandates or service agreements
awarded to third-parties, in accordance with article 6.3.2 of this Policy.
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The Access Committee :

ensures measures are implemented to raise the awareness of Town employees
and management and provide training to them about the obligations and practices
regarding access to information and the protection of Personal Information;

develops the principles of information distribution;

approves this Governance Policy Regarding the Protection of Personal
Information;

issues guidelines on the use of computerized marketing tools involving data
disclosure and profiling;

identifies the main risks involved in protecting Personal Information and informs
management so that corrective measures can be proposed;

approves any exemptions from the general Personal Information protection rules
that have been established;

issues guidelines on the protection of Personal Information, in particular regarding
the retention of such information by third parties and outside Quebec;

is consulted, from the start of a project and for the purposes of the PIA, on all
projects to acquire, develop or overhaul an information system or electronic service
delivery system that involves Personal Information :

- ensuring that the PIA process is proportional to the sensitivity of the
information concerned, to the purposes for which it is used, to the quantity of
information, to the distribution of the information and to the medium on which
it is stored;

- when necessary, ensuring that the project allows the Person Concerned to be
informed of the computerized Personal Information collected from them in a
structured, commonly use technological format;

escalates any recommendations not followed up on to the PCPPI,

shall be informed of any Confidentiality Incident involving Personal Information and
advise the Town regarding the action to take in response;

in the event of a Confidentiality Incident, reviews the Confidentiality Incident
Response Plan;

assesses the need for a survey, the ethical aspect of the survey, taking into
account, in particular, the sensitivity of the Personal Information collected and the
purpose for which it is to be used, and the rules governing the collection and
retention of Personal Information from surveys;

reviews any matter of interest relating to the protection of Personal Information;

reviews the video surveillance measures and ensures privacy is protected when
such surveillance is used.
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15.4. Any person who handles Personal Information held by the Town :

acts prudently and incorporates the principles set forth in this Policy into their
activities;

accesses only the information necessary to carry out their duties;

incorporates and keeps information only in the files needed to carry out their
duties;

stores these files so that only authorized persons may access them;

protects access to the Personal Information in their possession or to which they
have access by using a password or otherwise;

refrains from disclosing the Personal Information of which they become aware
in the course of carrying out their duties unless duly authorized to do so;

refrains from keeping, at the end of their tenure or contract, the Personal
Information obtained or collected as part of their duties and maintains their
confidentiality obligations;

destroys any Personal Information in accordance with the Town’s destruction
procedure;

takes part in the protection of Personal Information awareness and training
activities intended for them;

flags any shortcoming, Confidentiality Incident or other situation or irregularity
that could in any way compromise the security, integrity or confidentiality of
Personal Information in accordance with Town’s established procedure.

16. Awareness Activities

The Town offers training and awareness-raising activities to its personnel on the
protection of Personal Information. In particular, it has :

trained its personnel and municipal council on Confidentiality Incident and best
practices for protecting Personal Information;

provided a table of good practices in the protection of Personal Information to
its personnel and to the municipal council.

17.Sanctions

Any person who violates this Policy may be subject to disciplinary action, up to and
including dismissal.
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18.Update

In order to follow the evolution of the normative framework applicable to the protection of
Personal Information and to improve the protection of Personal Information, this Policy
may be updated from time to time. Please visit the Town's Website to consult the most
recent version.

19.Coming Into Effect

This Policy comes into effect on November 16, 2023.
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